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Terms & Definitions: Capitalised terms used in this Hertfordshire Constabulary LFR Legal Mandate shall have the meaning given to them in the Hertfordshire LFR Policy Document unless otherwise defined in this Hertfordshire Constabulary LFR Legal Mandate.

1 [bookmark: _Toc216180218]Introduction
1.1 Live Facial Recognition (LFR) for law enforcement purposes is not governed by a single, dedicated piece of primary legislation. Instead, its use is regulated through a combination of primary and secondary legislation, supplemented by both national and local policies. This framework creates a ‘tapestry’ of legal and policy provisions that together form a multi-layered structure for the lawful use and regulation of LFR.

	Tier one: Legislation

	Legal Power to use LFR
	a) Common Law
b) Police and Criminal Evidence Act 1984 Code D (revised)

	Regulating the use of LFR
	Operational
c) Human Rights Act 1998
d) Equality Act 2010

Data Management
e) Data Protection Act 2018 (Part 3)
f) UK General Data Protection Regulation
g) Protection of Freedoms Act 2012

	Requests for information in relation to LFR
	h) Freedom of Information Act 2000
i) Data Protection Act 2018 (Subject Access Requests)



	Tier two: Code and Guidance

	Regulating the use of LFR
	a) Secretary of State’s Surveillance Camera Code of Practise.
b) Guidance issued by the Surveillance Camera Commissioner (Facing the Camara)
c)  Information Commissioner’s Office Code of Practise for Surveillance Cameras and associated guidance issued by the Information Commissioner



	Tier three: Hertfordshire Constabulary LFR Documents

	Regulating the use of LFR
	a) Policy Document
b) Standard Operating Procedure
c) Training/Briefing Documents
d) Data Protection Appropriate Policy Document
e) Data Protection Impact Assessment
f) Equality Impact Assessment
g) Community Impact Assessment
h) Legal Mandate


2 [bookmark: _Toc216180219]Common Law
2.1 The police have a range of long-established responsibilities and powers derived from common law, which have been consistently recognised by the courts. Hertfordshire Constabulary is required to comply with both common law and statutory safeguards when carrying out its operational policing duties. In doing so, the Constabulary relies on common law to discharge several of its core responsibilities.

2.2 When utilising Live Facial Recognition (LFR) technology, Hertfordshire Constabulary may rely on the following common law policing powers:

(a) Protect life and property
(b) Preserve order and prevent threats to public security
(c) Prevent and detect crime
(d) Bring offenders to justice
(e) Uphold national security
Example:
Hertfordshire Constabulary has identified specific uses of LFR as a policing tactic, such as locating individuals who are wanted on outstanding warrants. In this context, deploying LFR technology to assist officers in promptly locating those evading arrest enables the Constabulary to fulfil its responsibility to protect life and property. Furthermore, this approach aligns with the Constabulary’s duty to bring offenders to justice by supporting a timely and effective investigation.








2.3 The use of Hertfordshire Constabulary’s common law powers as a legal basis to support the deployment of Live Facial Recognition (LFR) has been considered and recognised in the landmark ‘Bridges’ case, specifically:

a) R (on the application of Edward Bridges) v The Chief Constable of South Wales Police [2019] EWHC 2341 (Admin) — the High Court Bridges decision; and subsequently on appeal,

b)  R (on the application of Edward Bridges) v The Chief Constable of South Wales Police [2020] EWCA Civ 1058 — the Court of Appeal Bridges decision.


The Court of Appeal further clarified the legal basis for compiling Watchlists, stating that this activity is “both authorised under the Police and Criminal Evidence Act 1984 and within the powers of police at common law.” The reference to the 1984 Act relates to imagery obtained under Section 64A (Photographing of suspects etc.), particularly Section 64A(4)(a), which permits photographs taken under this section to be “used … for any purpose related to the prevention or detection of crime, the investigation of an offence or the conduct of a prosecution or to the enforcement of a sentence.”

The Court of Appeal also noted:
“This was not an issue which we have to address in this appeal, since it is now common ground that [Police] do have the power to deploy [LFR].”
Authorising Officers: When considering the use of LFR technology, must be clear as to the common law policing power that is relied upon for lawfully authorising the use of LFR and record this as part of the decision-making process.

3 [bookmark: _Toc216180220]Police and Criminal Evidence Act 1984
3.1 Section 64A of PACE provides the power to photograph individuals who are detained at a police station.
3.2 Under Section 64A(4)(a), photographs taken pursuant to this section may be “used for any purpose related to the prevention or detection of crime, the investigation of an offence, the conduct of a prosecution, or the enforcement of a sentence.”
4 [bookmark: _Toc216180221]Human Rights Act 1998
4.1 Hertfordshire Constabulary’s use of LFR must comply with the Human Rights Act 1998. The deployment of LFR technology engages the provisions of this Act and, in particular, has the potential to impact an individual’s Article 8 rights — the right to respect for private and family life.

Article 8 provides that:
“There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.”

4.2 As a qualified right, any interference with an individual’s Article 8 rights is only permissible if:
a) there is a legal basis for the interference with the qualified right that the public can understand;
b) the use of LFR seeks to achieve the legitimate aim;
c) it is necessary for the purposes of that aim in a democratic society; and
d) the use of LFR is proportionate to the legitimate aim being sought.

4.3 It is well-established that the reach of Article 8 can be broad. The case of S v. United Kingdom1 confirms that this can relate to a person’s right to their biometric data and any storing of data relating to it. Recognising that LFR involves biometric processing, that case went on to recognise that, in protecting the personal data and other forms of biometric processing, the interests of the data subject and the community as a whole “may be outweighed by the legitimate interest in the prevention of crime”.

4.4 The High Court and Court of Appeal Bridges cases examined Article 8 specifically in the context of LFR technology and confirmed that Article 8 is engaged in two key circumstances:
When an individual passes through the Zone of Recognition; and
When an individual is placed on an LFR Watchlist for a deployment.

Depending on the nature of the deployment, the former Surveillance Camera Commissioner has also identified potential impacts on other human rights, including:
The right to freedom of assembly;
Freedom of thought, belief, and religion;
Freedom of expression;
Freedom of association; and
Protection against discrimination in respect of these rights and freedoms.

Authorising Officers should contact Hertfordshire Constabulary Special Legal Casework if they believe a proposed deployment may raise broader human rights considerations.






1 (2009) 48 EHRR 50, at [66 and 67]
2 At [104]


4.5 Legal Basis for Interference 
There is a clear legal basis for any interference with qualified rights under Article 8 of the Human Rights Act 1998, which the public can understand. LFR is deployed by Hertfordshire Constabulary to discharge established operational duties under common law, supported by statutory and administrative safeguards such as the Data Protection Act 2018 and relevant guidance.
Courts have confirmed that police powers to collect and use photographs for crime prevention, detection, and investigation are lawful, provided they are used proportionately and for legitimate policing purposes. ²

4.6 Judicial Confirmation of Sufficiency 
The High Court and Court of Appeal in Bridges confirmed that common law powers are “amply sufficient” for LFR deployment and that the existing legal framework contains safeguards enabling proportionality to be assessed. ¹ The courts also confirmed that new statutory powers are not required for this purpose.

4.7 Accessibility and Foreseeability
To meet the ‘in accordance with the law’ test under Article 8, the legal framework must be accessible and foreseeable, meaning published, comprehensible, and not subject to overly broad discretion. The Court of Appeal emphasised that individuals should be able to understand the provisions and foresee their consequences. ¹
4.8 Operation Discretion – The ‘Who’ and ‘Where’ Questions
The ‘Who Question’ – Criteria for inclusion on a Watchlist must be clear and objective. Hertfordshire Constabulary addresses this in its published LFR SOP, defining terms such as “risk of harm” and linking inclusion to necessity and proportionality. The Court of Appeal criticised overly broad categories such as “other persons where intelligence is required” as failing the accessibility and foreseeability test. ¹

The ‘Where Question’ – Deployment locations must be justified based on operational need, privacy considerations, and policing objectives. The Court of Appeal noted the absence of clear criteria in South Wales Police’s approach. ¹

Together with the Bridges decisions and Hertfordshire Constabulary’s published LFR documentation, these measures ensure transparency and predictability for the public regarding authorisation processes, deployment locations, and Watchlist criteria.



¹ R (Bridges) v Chief Constable of South Wales Police [2019] EWHC 2341 (Admin); [2020] EWCA Civ 1058.
² Hellewell v Chief Constable of Derbyshire [1995] 1 WLR 804 at 810F.
³ R (Catt) v Association of Chief Police Officers [2015] AC 1065 at [11].
4.9 Legitimate Aim
The use of LFR pursues a legitimate aim under Article 8, including national security, public safety, and crime prevention. Operational decisions will be guided by law and policy, ranging from locating wanted individuals or those posing a risk of harm to proactive measures that enhance community reassurance and enable precision policing. ³Authorising Officers: At the point that it is decided to deploy LFR, the decision maker must be clear as to its purpose and how using LFR will help Hertfordshire Constabulary realise a legitimate aim. In deciding if the use of LFR is a suitable way to achieve a legitimate aim, the decision maker must consider if benefits of using LFR justify its use for the legitimate aim when compared to any impact on the individual’s Article 8 Rights.


4.10 Necessity in a Democratic Society
The use of LFR is necessary for achieving a legitimate aim in a democratic society. LFR will be deployed in response to a pressing social need, assisting Hertfordshire Constabulary in combating crime in areas where the technology has the greatest potential to help. It is a tool that enables the Constabulary to discharge its operational responsibilities, primarily by preventing and detecting crime and protecting the most vulnerable. ¹























¹ R (Bridges) v Chief Constable of South Wales Police [2019] EWHC 2341 (Admin); [2020] EWCA Civ 1058.
² Hellewell v Chief Constable of Derbyshire [1995] 1 WLR 804 at 810F.
³ R (Catt) v Association of Chief Police Officers [2015] AC 1065 at [11].
The following examples illustrate scenarios where LFR may be deployed as a necessary tool to assist Hertfordshire Constabulary in preventing crime and disorder. These examples are indicative only; there may be other circumstances where the use of LFR is justified in accordance with legal and policy requirements.
Child Sexual Abuse: LFR can assist Hertfordshire Constabulary in tackling child sexual abuse by enabling the identification and location of vulnerable individuals who are missing and believed to be at risk. Deployment may occur based on intelligence or at large public events known to attract sexual predators, helping to prevent harm and safeguard potential victims.
Missing persons investigations often require significant resources and are time-critical. In such cases, LFR offers an opportunity to make scarce identification chances count. Compared to public appeals—which involve circulating photographs widely and placing information outside police control—LFR can provide a less intrusive alternative while still supporting the Constabulary’s common law duty to protect life.
It should be noted that data protection law does not prevent information sharing where necessary and proportionate for safeguarding purposes.

Personal Property Theft: LFR can assist Hertfordshire Constabulary in tackling criminals who target young and vulnerable individuals at music events. For example, LFR may be deployed at music venues to identify persons linked to large-scale personal property theft. Watchlists can be scoped to focus on travelling criminals who follow bands across Europe with the intent to commit theft. Using LFR in this way supports Hertfordshire Constabulary’s aim of preventing and detecting crime, protecting the public, and disrupting offenders by making it more difficult for them to access targeted locations.















In a climate where police forces must operate efficiently, Hertfordshire Constabulary recognises that technology such as LFR can assist in quickly and cost-effectively locating individuals with outstanding warrants or those who have breached bail conditions. Bringing those unlawfully at large to justice is essential to protect the public.
The High Court in Bridges noted the “considerable additional benefit to the public interest” of including individuals wanted on warrant in an LFR deployment, even where there is no specific intelligence placing them in the deployment area.¹ The intrusion to those passing the system is no greater, while the potential to protect the public, the results achieved in deployments, and the arrests made justify the inclusion of such individuals as a necessary and proportionate measure to bring offenders to justice.



4.11 Proportionality to the Legitimate Aim
The use of LFR must be proportionate to the legitimate aim being pursued. Deployment should never be arbitrary or excessive. As the Surveillance Camera Commissioner notes:
“Used appropriately, current and future technology can and will provide a proportionate and effective solution where surveillance is in pursuit of a legitimate aim and meets a pressing need.” ¹
When authorising LFR, the following principles apply:

a) Reasonable Use of Powers
LFR must represent a reasonable use of Hertfordshire Constabulary’s powers. It will not be proportionate if its use is excessive in the context of the investigation, operation, or wider policing strategy. Authorising Officers should weigh the seriousness of the policing issue and the potential benefits of LFR against its impact on individuals on the Watchlist and the public.

Watchlists must satisfy the necessity and proportionality test, be bespoke for each deployment, and based on current intelligence.
Watchlists should only include individuals currently of interest to Hertfordshire Constabulary and/or UK law enforcement to avoid unnecessary matches. ²

b) Consideration of Privacy and Alternatives
The level of interference with privacy must be balanced against the policing aim. Authorising Officers should consider whether other viable methods exist that could achieve the same result with less intrusion. The least intrusive, effective method should be adopted to progress an investigation or deployment. ³

c) Minimising Interference
Authorising Officers must clearly address how and why the methods adopted will result in the least possible interference to the individual(s) being sought and to others. This includes demonstrating that the chosen approach is proportionate, targeted, and limited in scope, and that no less intrusive viable alternative exists to achieve the policing aim.


¹ Surveillance Camera Commissioner, Facing the Camera: Guidance on Surveillance Camera Use.
² R (Bridges) v Chief Constable of South Wales Police [2020] EWCA Civ 1058 (proportionality and necessity under Article 8).
³ R (Catt) v Association of Chief Police Officers [2015] AC 1065 at [11] (balancing privacy rights and policing needs).
Example: Circulating a wanted image on social media may be considered as an alternative to using LFR. However, LFR offers a more targeted and controlled approach. It can be deployed in a specific area for a limited period, based on intelligence, and at times and locations where locating the individual is most likely. This avoids public disclosure of the person’s identity.
By contrast, publishing an image on social media places it in the public domain in a less targeted way. Once online, the image is outside Hertfordshire Constabulary’s control and may remain accessible even after the individual has been traced, creating a greater and ongoing intrusion into privacy.
Authorising Officers should balance any intrusion into privacy against the investigative need. Where LFR is deployed in a way that minimises impact on privacy, it may represent a more proportionate and less intrusive alternative to social media publication.








All uses of LFR under this Legal Mandate will be overt. LFR will be deployed for a limited time, with a defined footprint and purpose, as controlled by Hertfordshire Constabulary LFR Documents. The system will be visibly deployed in an open and transparent manner. Consistent with public engagement principles, Hertfordshire Constabulary LFR Documents provide a framework for awareness measures tailored to the nature and objectives of each deployment.

Proportionality Controls. Controls are built into the LFR system and its operation to minimise impact on the public and individuals on a Watchlist:
I. Watchlist Limitation – LFR cannot be used to locate persons unless they are included on a Watchlist.
II. Deployment-Specific Watchlists – Each Watchlist is bespoke to the deployment and informed by the intelligence case, ensuring currency, relevance, necessity, and proportionality.
III. Lawful Image Holding – Images on a Watchlist will be lawfully held, with steps taken to confirm the identity of individuals intended for inclusion.
IV. Non-Police Images – Authorising Officers must expressly approve the use of non-police-originated images due to heightened privacy considerations (e.g., images taken in private settings or for non-policing purposes). The LFR SOP (Section 6) outlines these considerations.
V. Image Quality Assessment – The system assesses image quality and suitability to mitigate risks of inaccurate alerts.
VI. Watchlist Deletion – All Watchlists are deleted as soon as practicable and, in any case, within 24 hours following the conclusion of the deployment.
VII. System Integrity – Cameras meet quality standards; the LFR system is closed and not connected to other Constabulary systems or the internet.
VIII. Human Oversight – The system flags potential matches for officer review; no autonomous decisions are made.
IX. Periodic Review – Deployments and supporting materials are periodically reviewed to ensure necessity, proportionality, and effectiveness.


Data Retention Controls. To minimise impact on privacy:
I. No Alert – Biometric data is immediately deleted.
II. Watchlist Import Media – Data on encrypted USB devices is deleted within 24 hours post-deployment.
III. Watchlists – Deleted within 24 hours post-deployment.
IV. Alerts – All personal data deleted within 24 hours post-deployment.
V. CCTV Footage – Deleted within 31 days, except where retained:
a) Under the Data Protection Act 2018, MOPI, or Criminal Procedure and Investigations Act 1996; and/or
b) In line with Hertfordshire Constabulary complaints/conduct investigation policies.

Deployment Location Privacy Considerations
Deployment locations are primarily identified through intelligence supporting the likelihood of locating persons and/or the role of LFR within wider policing tactics. Authorising Officers must also consider:

I. Public Privacy Expectations – Some locations attract higher privacy expectations than others.
II. Visibility and Awareness Measures – Appropriate steps to identify LFR use, particularly where privacy expectations are greater.
III. Specific Privacy Concerns – Locations where individuals present may have heightened privacy considerations.
Authorising Officers: When taking a decision to deploy LFR, Authorising Officers should record what other methods, as appropriate, were either not implemented or have been employed but which were assessed to be insufficient or inappropriate to fulfil HERTFORDSHIRE CONSTABULARY’s aim.

Locations assessed as having a high expectation of privacy, where the public would have little option to avoid the LFR area without substantial inconvenience, should generally be avoided. Exceptions may apply only where the Authorising Officer is satisfied that the use of LFR remains necessary and proportionate, based on:
I. Legitimate Aim – The importance of deploying LFR in that location to achieve a legitimate policing objective.
II. No Viable Alternative – The absence of a less intrusive, effective method available in the circumstances.
III. Mitigation Measures – Implementation of additional steps to minimise any impact on the wider public as far as reasonably possible.









Example: Areas that primarily provide facilities or attractions for children typically attract a higher expectation of privacy compared to locations frequented by the general public. For instance, the public would not expect LFR to be deployed outside a toy shop or school where children disproportionately pass through the Zone of Recognition, particularly if the system could be sited elsewhere.
However, there may be circumstances where deployment is necessary and proportionate, such as when intelligence indicates that wanted sex offenders are targeting children at the location and no less intrusive alternative exists. In such cases, mitigations should be implemented to reduce privacy impact, including:
· Enhanced Signage and Information – Ensure signage is accessible and understandable to children, tailored where necessary.
· Timing and Zone Configuration – Where possible, and without increasing risk to children, adjust deployment times and Zone of Recognition to minimise the number of children assessed by the LFR system.










Example: If intelligence supports a necessity and proportionality case to deploy LFR in a residential suburban area—for instance, to locate a group of burglary offenders—it is recognised that such areas generally attract a greater expectation of privacy compared to non-residential locations.
To mitigate this impact, Hertfordshire Constabulary may implement additional communication measures, such as:
· Leafleting local residents to inform them of the deployment; and/or
· Posting notifications on local neighbourhood social media groups to ensure transparency and public awareness.














Authorising Officers: When taking a decision to deploy LFR, Authorising Officers should record the measures taken to ensure the use of LFR causes the least possible interference to the person(s) sought and others. This should include explicit reference to any particular privacy considerations that may be relevant to a Deployment location and any mitigations in place to impact the impact of the LFR Deployment. Authorising Officers should then continue to review Deployments of LFR to ensure the use case remains appropriate.

4.12 Wider Human Rights Act Considerations
 The right to privacy protects individual autonomy and human dignity by enabling people to conduct their lives as they choose. In certain circumstances, other rights under the Human Rights Act 1998 may also be engaged, including:

a) Article 9 – Freedom of Thought, Conscience and Religion
Clothing can represent an act of thought, conscience, or religion. In normal circumstances, the police do not have the legal power to require a person to remove clothing (including any headdress) simply because they are passing an LFR system. Additionally, the location of an LFR deployment may engage Article 9 where it affects religious or cultural practices.

b) Articles 10 and 11 – Freedom of Expression and Assembly
Articles 10 and 11 are particularly relevant when policing assemblies or demonstrations.
· Article 10 may be engaged if individuals feel deterred from expressing themselves due to an LFR deployment.
· Article 11 may be engaged if LFR discourages attendance at assemblies or demonstrations or limits participation.

c) Operational Duties – Osman Duty
The “operational duty” was first outlined in Osman v United Kingdom, where the European Court of Human Rights held that police have a positive duty to take reasonable measures to avert a real and immediate risk to life of which they are, or ought to be, aware. ¹
This duty is relevant to LFR in two contexts:
· Deploying LFR to locate individuals posing a threat to the public or themselves where a real and immediate risk to life exists.
· Responding to an LFR alert where measures must be in place to prevent evasion by a person who poses such a risk.
Case law also supports that police must investigate serious allegations promptly to uphold Article 3 rights.





¹ Osman v United Kingdom [1998] ECHR 101 (positive duty to protect life).
² R (Bridges) v Chief Constable of South Wales Police [2020] EWCA Civ 1058 (proportionality and safeguards under Article 8).

d) Article 14 – Prohibition of Discrimination
Article 14 requires that all rights and freedoms under the Human Rights Act 1998 are applied without discrimination. It is not a standalone right; discrimination must affect the enjoyment of another right.
LFR may engage Article 14 if algorithmic performance varies significantly by demographic, resulting in a discriminatory effect. Two considerations apply:

· Does the LFR system’s demographic performance vary to the extent that it causes discriminatory impact?
· If differential treatment exists, is it objectively and reasonably justified?
Example: LFR can assist Hertfordshire Constabulary in ensuring public safety, including at places of worship where intelligence identifies a threat to the public. However, deploying LFR outside a place of worship or in a way that substantially impedes access may engage Article 9 – Freedom of Thought, Conscience and Religion.
In such cases, public safety considerations must be balanced against the impact on Article 9 rights. If policing objectives can be achieved by deploying LFR elsewhere, it would not be necessary to use LFR at the proposed location. Where deployment near a place of worship is unavoidable, Authorising Officers must assess whether the interference with Article 9 rights is proportionate to the likely benefits of using LFR.
Key considerations include:
· The impact on individuals seeking to access the place of worship;
· The likely impact on those individuals if LFR is not used (e.g., alternative policing measures or site closures);
· The public safety benefits provided by LFR.















Example: LFR can assist Hertfordshire Constabulary in policing assemblies or demonstrations where intelligence indicates a risk to public safety. Specifically, LFR can help officers efficiently identify perpetrators of violence in crowded environments where locating them would otherwise be challenging.
When deciding whether LFR use is necessary and proportionate, regard must be had to Article 10 – Freedom of Expression and Article 11 – Freedom of Assembly and Association, noting that individuals may expect anonymity in a crowd and could alter their means of demonstration due to LFR deployment.
Article 10 and 11 rights must be balanced against the need to use LFR to enable an assembly that might otherwise be disrupted by safety risks. Mitigation measures should be considered, including:
· Limiting LFR use in time and scope to the minimum necessary for safety;
· Ensuring public awareness that LFR is deployed to help them safely exercise their rights to assemble and express themselves.













5 [bookmark: _Toc216180222]Equality Act 2010
5.1 The Equality Act 2010 provides a legal framework to protect individual rights and advance equality of opportunity for all. It prohibits discrimination based on protected characteristics and applies to both direct and indirect discrimination.
As a public authority, Hertfordshire Constabulary must comply with Section 149 of the Equality Act 2010, commonly known as the Public Sector Equality Duty (PSED).

5.2 The Equality Act 2010 prohibits discrimination based on protected characteristics and applies to both direct and indirect discrimination. As a public authority, Hertfordshire Constabulary must comply with the Public Sector Equality Duty (PSED) under Section 149.

Compliance focuses on two areas:
(a) Technical performance and (b) Operational deployment.

a) Technical Performance
The Court of Appeal in Bridges confirmed that PSED requires forces to ensure algorithms do not exhibit unacceptable bias. Hertfordshire Constabulary has:
· Considered independent evaluations (NIST and NPL) of algorithm accuracy and demographic performance;
· Implemented ongoing assurance through post-deployment reviews and monitoring;
· Commissioned an independent academic study on equitability across ethnicity, age, and gender.

b) Operational Deployment
LFR Documents address factors such as camera configuration, lighting, crowd flow, and subject characteristics to ensure fair and effective operation. Operators are trained to identify Watchlist issues and apply safeguards during identification.
Fail-Safe Position
No engagement occurs unless an officer reviews an alert and confirms a match. Decisions remain with trained officers, ensuring proportionality and compliance with equality duties. 

¹ R (Bridges) v Chief Constable of South Wales Police [2020] EWCA Civ 1058.
Authorising Officers: In order to ensure that the officer is best able to make an informed decision on any Engagement, all officers who are part of an LFR Deployment are to have been briefed on the operation of the LFR system. This includes Subject, System and Environmental Factors that can impact performance. LFR Engagement Officers should also have been given training relating to unconscious bias given their key role in the Engagement decision making process.

6 [bookmark: _Toc216180223]Data Protection Act 2018
6.1 Hertfordshire Constabulary processes personal data for LFR “based on law”, relying on its common law policing powers and human rights and equality considerations outlined in this Legal Mandate, supported by policies in Hertfordshire Constabulary LFR Documents.

The Appropriate Policy Document, along with other published LFR materials, ensures transparency by allowing the public and those on Watchlists to understand:

· The standards Hertfordshire Constabulary operates to;
· The authorisation process and deployment requirements;
· Where LFR may be used; and
· The considerations and constraints governing Watchlist inclusion.

6.2 For the prevention of crime and disorder, Part 3 of the Data Protection Act 2018 (DPA) regulates the processing of personal data, including sensitive data, whether captured via computer, CCTV, still images, or other media. Any recorded image capable of identifying an individual constitutes personal data, meaning the DPA applies to LFR both when locating individuals on a Watchlist and when processing biometric data of the wider public to confirm they are not on a Watchlist.

Under Section 31 DPA, processing for law enforcement purposes includes:
“the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security.”Authorising Officers: Authorising Officers already need be satisfied of the necessity to use LFR to prevent crime and disorder and ensure public safety in the context of the Human Rights Act 1998. Similarly, to satisfy Section 35(5) DPA, they need to be content that the LFR system’s processing of biometric data is strictly necessary for the law enforcement purpose. The law enforcement purpose should be clearly identified and the way in which the strictly necessary standard has been met explained.


Processing must relate to a pressing social need and cannot reasonably be achieved through less intrusive means. Personal data collected via LFR is used solely for law enforcement purposes.

Authorising Officers should consider:
· Alternative policing methods used or discounted;
· Importance and likelihood of achieving the law enforcement purpose through LFR deployment (e.g., intelligence-led operations);
· Size and scale of deployment, Watchlist scope, and level of sensitive processing;
· Whether the law enforcement purpose justifies sensitive processing and associated risks, subject to safeguards.Authorising Officers: Authorising Officers need to be satisfied that the processing satisfies one of the Schedule 8 conditions set out below and complies with the six data protection principles.


6.3 The processing of sensitive personal data for LFR engages Schedule 8 conditions under the DPA, including where processing is:
· Necessary for judicial and statutory purposes – for reasons of substantial public interest;
· Necessary for the administration of justice;
· Necessary to protect the vital interests of the data subject or another individual;
· Necessary for safeguarding children and individuals at risk; and
· Necessary for the prevention of fraud.

6.4 Hertfordshire Constabulary has implemented measures identified through its Data Protection Impact Assessment (DPIA) to manage and mitigate risks associated with personal data processing via the LFR system. Specific actions and safeguards are detailed in the following sections.

6.5 Data Protection Impact Assessment:

A DPIA has been conducted to identify and minimise data protection risks associated with LFR. The DPIA will be kept under continuous review and updated at least annually.

Authorising Officers must ensure a sufficient DPIA is in place for each deployment, considering:
a) Whether the identified risks and controls remain current and adequate; and
b) Whether the planned use of LFR introduces additional risks that require further mitigation beyond those in the DPIA.

6.6 Data Protection by Design:

Hertfordshire Constabulary has embedded data protection by design into the LFR system to comply with Part 3 of the DPA and minimise privacy impacts. Measures include:
· Limiting personal data collected, processed, and stored;
· Restricting retention periods;
· Ensuring statistical accuracy and fairness by design, supported by published LFR Documents and independent evaluations.

Access to retained data (within the 31-day limit) is strictly controlled through technical and organisational safeguards, including:
· Encrypted Transfers – Images transferred via AES-CBC 256-bit encrypted USB with password protection;
· Closed System Architecture – Two-layer password protection, physical security, and secure wiping post-deployment;
· Role-Based Access Controls – Limited user permissions;
· Secure Connectivity – Private access point with IP restrictions, password protection, SSL/TLS encryption, and HTTPS routing;
· Audit Logging – Full audit of all user actions during deployment;
· Technical Support Protocols – Issues handled exclusively by authorised technical staff.

6.7 Appropriate Policy Document:

Under Section 42 of the Data Protection Act 2018, a controller must have an appropriate policy document in place when processing biometric personal data. Hertfordshire Constabulary has produced and published this document, which provides transparency on:
a) The data processed by the LFR system, frequency of processing, and whose data is involved;
b) Procedures, safeguards, and accountability measures for compliance with data protection principles when relying on Schedule 8 conditions;
c) Policies for retention and erasure of personal data processed by LFR.

6.8 Data Protection Officer:

Hertfordshire Constabulary has appointed a Data Protection Officer (DPO) in compliance with Part 3 of the Data Protection Act 2018. The DPO has been consulted on LFR and is available to advise the Chief Constable (as Data Controller) and Constabulary personnel on their DPA obligations. The DPO also monitors internal compliance with data protection requirements.

7 [bookmark: _Toc216180224]General Data Protection Regulation
7.1 As part of Hertfordshire Constabulary’s common law powers to protect life and property, we process special category data in compliance with Article 9 of the UK GDPR, as incorporated into UK law and supplemented by Part 2 and Schedule 1 of the Data Protection Act 2018.

7.2 Under Schedule 1 of the Data Protection Act 2018, processing special category data requires Hertfordshire Constabulary to have an Appropriate Policy Document (APD) in place. This document sets out procedures for compliance with Article 5 GDPR principles on personal data processing and details policies for retention and erasure of such data.

7.3 Processing of special category data under UK GDPR engages the following conditions:
· Explicit consent; and
· Substantial public interest.

7.4 Section 10 of the Data Protection Act 2018 supplements Article 9 UK GDPR, requiring compliance with relevant Schedule 1 conditions, including:
· Part 1 – Historical research; and
· Part 2 – Substantial public interest.

7.5 The following Schedule 1 Part 1 conditions of the Data Protection Act 2018 are engaged:
· Statutory and research purposes for government functions; and
· Safeguarding of children or individuals at risk.

7.6 The following Schedule 1 Part 2 conditions of the Data Protection Act 2018 are engaged:
· Statutory and government purposes; and
· Safeguarding of children.

7.7 Appropriate Policy Document 

Under Schedule 1 of the Data Protection Act 2018, processing special category data requires Hertfordshire Constabulary to have an Appropriate Policy Document (APD) in place. Hertfordshire Constabulary has produced and published this document, which explains:
a) The data processed by the LFR system, frequency of processing, and whose data is involved;
b) Procedures, safeguards, and accountability measures for compliance with data protection principles when relying on Article 9 conditions;
c) Policies for retention and erasure of personal data processed by LFR.

8 [bookmark: _Toc216180225]Protection of Freedoms Act 2012

The Protection of Freedoms Act 2012 (PoFA) introduced the Surveillance Camera Code of Practice issued by the Secretary of State and established the role of the Surveillance Camera Commissioner. Under Section 33(1) PoFA, Hertfordshire Constabulary must have regard to the Code when using LFR, including compliance with its 12 guiding principles for system operators.

The Code also provides specific guidance on automated recognition technologies, which Hertfordshire Constabulary adheres to as part of its operational and governance framework.








	Code
	Hertfordshire Constabulary approach

	Fair processing information to data subjects
	Information on LFR and data processing is made publicly available via the Constabulary’s website. LFR deployments are disclosed with supporting details.
	

	Appropriate retention and disposal systems
	Addressed through policies and procedures set out in Hertfordshire Constabulary LFR Documents.

	Suitable technological and physical security measures
	
	Implemented by design and detailed in Hertfordshire Constabulary LFR Documents.

	Cameras of sufficient quality to meet intended purpose
	Ensured through the design specifications of the LFR system.

	Monitored by trained individuals
	The LFR system always flags possible matches to a trained Hertfordshire Constabulary officer for review and decision-making. The system assists officers rather than operating autonomously.



9 [bookmark: _Toc216180226]Freedom of Information Act 2000
The Freedom of Information Act 2000 provides public access to information held by public authorities in two ways:

1. Public authorities must publish certain information about their activities; and
2. Members of the public are entitled to request information from public authorities.

In compliance with FOIA, Hertfordshire Constabulary publishes significant LFR-related information on its website, including:
· Summary details of LFR deployments;
· Watchlist size;
· Total number of alerts, positive actions, incorrect identifications;
· Arrests and disposals; and
· Estimated number of faces scanned during deployments.

Hertfordshire Constabulary also responds to FOIA requests in accordance with statutory obligations.


10 [bookmark: _Toc216180227]Legal Framework and Governance Overview
Summary of existing legislation and related governance regards policing’s overt use of Live Facial Recognition Technology
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